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(Hint: Yes)

You surely have heard a lot of cllatrer about biockcham and cryptocur-
rencies over the last couple of years. You probably have more questions than
answers on these topics. Indeed, the great John Oliver deseribed cryptocurren-
cies during his must-watch segment on the topic last March as “[e]verything
you don't understand about money, combined with everything you don't
understand about computers.™

Some of your questions might include: How can money be created
digitally, and how can digital holdings be protected from technological failure
or hacking?? How and why is an infrastructure designed to support a virtual
currency being hailed as a game changer by manufacturers, hospitals, financial
services providers, and other industries?* And are initial coin offerings (ICOs)
really creating something of value, or will they go the way of Dutch tulip
bulbs* and Pets.com?®
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irtual currencies and the platforms
on which they are built have the
potential to transform industries
and disrupt markets to an extent not
seen since the internet revolution twenty
years ago, or possibly even the industrial
revolution of the late nineteenth and early
twentieth centuries.

You might find it easier to simply ignore stories about cryptocurren-
cies and blockchain and pretend they don't exist. This would be a mistake.
Virtual currencies and the platforms on which they are built have the potential
to transform industries and disrupt markets to an extent not seen since the
internet revolution twenty years ago, or possibly even the industrial revo-
lution of the late nineteenth and carly twenticth centuries. Just like twenty
years ago, there will be winners and losers, and it is impossible right now to
separate the Pets.coms of the crypto-economy from the Googles, Amazons,
and Facebooks. But just like AOL and Prodigy dial-up service evolved to
each of us holding the full power of the internet in the palm of our hands, the
crypto-economy will develop to improve payment systems, supply chains, the
maintenance of records, and yes, even the delivery of legal services.

Now that we have established that we ignore the crypto-world at our
peril, what, at a minimum, must you know about it? First and foremost, we
need to delineate between three concepts that are sometimes used inter-
changeably, but which mean different things: (1) cryptocurrencies, such as Bit-
coin and Ether; (2) the distributed-ledger technology on which eryptocurren-
cy runs, such as the blockchain and Ethereum; and (3) crypto-tokens used in
1COs, which are used to raise capital for DLT (distributed-ledger technology)
- and crypto-related ventures and usually are exchangeable for services, access,
or some other form of cryptocurrency.® Once we have a working knowledge
of these concepts, we can start thinking about where these technologies arc
headed and how they will be regulated.

Cryptocurrencies

Our first mistake is thinking that Bitcoin and other eryptocurrencies
originated the concept of a digital currency. Indeed, our global economy has
been unmoored from the concept of a physical backing for money to some
degree since the 1944 Bretton Woods Agreement,” and completely since the
“Nixon Shock” of 1971, which suspended the convertibility of the dollar into
gold.® The money that “sits” in our checking accounts, investment accounts,
or wherever we choose to hold it, is really just a series of Os and 1s. Ultimately,
we are willing to trust that paper notes, and more recently electronic pay-
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ments, are worth something because our governments’ laws, regulations, and
central banks say they are. We are living in the era of fiat currency.’

Ten years ago, in the wake of the collapse of Lehman Brothers
and when trust in governments and central banks was at its nadir, Satoshi
Nakamoto™ sent a nine-page document, “The Bitcoin Whitepaper,”! to a
cryptography listserve mostly made of up of academics.? Satoshi’s cover email
stated: “T've been working on a new electronic cash system that’s fully peer-to-
peer, with no trusted third party.”" In order for Bitcoin to have any chance of
success, Satoshi had to create a decentralized currency that could be trusted to
the same extent as a fiat currency.

Satoshi attempted to accomplish this goal in three ways: (1) the
blockchain network on which Bitcoin exists, in which a “community of ded-
icated users”* self-regulate the network to ensure that a single, chronological
chain of blocks exists, thus solving the double-spending problem and ensuring
that a single unit of Bitcoins can only be transferred once;” (2) the incentive
structure, in which users (“nodes” or “miners”) receive Bitcoins in return for
verifying transactions and creating blocks on the network;™ and (3) the finite
number of Bitcoins, which ensures that the cryptocurrency retains or even
increases in value.!”

In short, what makes cryptocurrencies special to initiated believers
are the characteristics of: (1) disintermediation, with no reliance on a central
entity like a bank or a broker to oversee the transaction; (2) no transaction
costs, because with no banks or credit card companies taking a cut or sales tax
charged, it increases efficiency and allows for micropayments; (3) immedi-
acy, with transactions taking place instantaneously, or at least within hours,
depending upon how quickly the miners are working; (4) access, including for
those in less developed countries with corrupt governments or even the un-
banked here in the United States; and (5) security, whereby the users maintain
the system and the identities of the participants are secure.

Some of the dangers of cryptocurrencies include: (1) no protection
from a government agency like the FDIC protecting coin holdings, so if one’s
coins are held on an exchange that is hacked, they can be stolen; (2) exchange
fees charged by many virtual currency exchanges, which are anathema to the
spirit of cryptocurrencies; (3) use of resources by the mining process, which
creates barriers to entry and has negative environmental externalities; and
(4) volatility of the eryptocurrency market, which has impeded their use as a
payment system.

Distributed-ledger Technology (DLT)

DLT is the generic term for a decentralized, immutable, automated
network in which anonymous or pseudonymous users verify, record, and
broadcast digital transactions contemporaneous with their occurrence.’® The
DLT on which Bitcoin operates is the blockchain; the DLT for Ether is the
Ethereum network. Both DLT networks support other crypto-coins and other
uses, but they operate on the same basic architecture and assumption: a “shift
from hierarchical to more community-based forms of governance” in which
the users, rather than central banks or government, maintain the system and
verify its trustworthiness.”” This, of course, was Satoshi’s original intent: a “sys-
tem based on cryptographic proof instead of trust, allowing any two willing
parties to transact directly with each other without the need for a trusted third
party.”

Blockchain technology originated to support a cryptocurrency,
Bitcoin, but it has myriad uses across different sectors of our economy that are
only just starting to be realized. Of course, many DLT5 are being built on the
blockchain or Ethercum networks but are private, not public. The financial
sector has been one of the most aggressive in pursuing DLT-related solutions
in order to streamline payments and improve financial products and services,
which is ironic given the original intent behind Satoshi’s whitepaper.?!



The manufacturing sector is also using DTS to improve effectiveness in
the delivery of and payment for goods.” Traditional supply chains are labor-in-
tensive, inefficient, and ripe for human error. However, a supply chain that
incorporates blockchain technology to measure key data points during manufac-
ture and shipment and record them on to an immutable network can elide many
of these inefficiencies. Instead of relying on traditional concepts of acceptance
and rejection under the Uniform Commercial Code, the buyer and seller can
negotiate terms in advance that require certain conditions to be met along the
supply chain. If all of the preset conditions, each of which has been pre-scripted
by coders on to the DLT being shared by the parties, are met, then the contract
between buyer and seller can automatically execute upon final delivery, with no
human inspection of the goods necessary. Such so-called “smart contracts” have
the potential to disrupt not only the industries in which they are employed, but
also the traditional legal framework surrounding such industries.®

Crypto-tokens Used in ICOs

The year 2017 saw cryptocurrencies increasingly used as a means of
raising capital for blockchain- or crypto-related business ventures through
the ICO. In ICOs, which are somewhat of a hybrid between an initial public
offering and a crowdfunding campaign,** promoters create virtual coins or to-
kens and sell them to investors in return for either fiat currency or cryptocur-
rency. Investors are told that the tokens later can be exchanged to access the
digital platform being built or to use the software being created, or perhaps for
some appreciated amount of cryptocurrency.”

ICOs typically start with a white paper describing the business plan
and a presale through a Simple Agreement for Future Tokens (SAFT).% The
SAFT (which derives its name from the Simple Agreement for Future Equity,
or SAFE, used in crowdfunding offerings), is then often used in another
round of token presales at a lesser discount to accredited investors.?” This
process has been designed to comply with the federal and state securities laws
in the absence of clear guidance from regulators. Of course, this assumes that
the entreprencurs offering the tokens have an interest in complying with the
securities laws; not all of them do.

There is no doubt that the ICO market went through a period of
irrational exuberance in 2017 and early 2018. Over $5.6 billion was raised in
the ICO market in 2017; that figure was exceed in the first quarter of 2018
alone.* The ICO market settled down somewhat beginning in the second
quarter of 2018; one reason for the cooling of the crypto-token market might
be the statements from regulators and initial enforcement actions that have
primarily targeted bad actors in the field.

Regulatory Outlook

The answer is no longer whether, but when and how regulation of
cryptocurrencies will occur. The Securities and Exchange Commission (SEC)
has shied away from virtual currencies themselves, but has begun to actively
regulate the ICO markets. In many circumstances, the tokens used in ICOs
will be considered securities under the traditional Howey test,” meaning that
exchanges trading in such tokens are in violation of federal securities laws if
the tokens are not registered with the SEC or subject to an exemption. Be-
cause the Commodities Futures Trading Commission (CFTC) treats crypto-
currencies as commodities,” it has taken the position that it has the authority
to regulate markets offering cryptocurrency derivatives products, just as it has
the ability to oversce markets trading in futures contracts pertaining to more
traditional commodities like oil, gas, and minerals. Other federal agencies, as
well as some state regulatory authorities, have begun to play a regulatory role
as well.

Many in the crypto-community stand firm against any regulation by
government entities, recalling the original libertarian principles underlying
the creation of Bitcoin and the blockchain. Others, however, who seek to
bring cryptocurrencies, and particularly the ICO market, into the mainstream,
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understand that regulation makes the market more predictable for both entre-
preneurs and investors.

As the hazy regulatory picture begins to clear, it becomes more appar-
ent that cryptocurrencies and blockchain technology are not going anywhere.
These technologies may or may not change the world, as many believe. But
we owe it to ourselves and our clients to familiarize ourselves with the basics.
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New Admittee Reception
On November 5th, the Knoxville Barristers & New Lawyers Section hosted a reception for bar admittees who were sworn in by the Supreme Court
earlier that day. The event was sponsored by Pugh CPA’.
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